PyﬂHeBa MoanucaHo LndpoBoii

nopnucbio: PyaHesa

MaprapMTa Maprapura BanepbesHa,
[Nara: 2021.12.09 16:33:10

BanepbeBHa, +o300

PEI'JIAMEHT
OpraHu3anuy aHTUBUpYCHOH 3amuTel B MB JIOY Ne 24

1. OOGmue momoKeHus.
[lenbro cO3MaHuUs CHCTEMBI aHTUBHPYCHOM 3aIUTHI SBJISETCS 00ECIEYeHHe 3alMINEHHOCTH
MH(OPMALOHHO-KOMMYHUKAIMOHHOK cuctemsl (qanee MKC) or Bo3geHcTBUs pasiddHOro
poZa BPEIOHOCHBIX IPOTpaMM U HecéHKuHOHHpOBaHHLIX MacCOBBIX IIOYTOBBIX PAacCCHUIOK,
IPEOTBPAIEHUS] UX BHEIPEHHUS B Hﬁ(i)OpMaL[I/IOHHBIe CHCTEMBI, BBISIBIICHHS 1 O€30MacHOro
ylaJleHusl U3 CUCTEM B ClIydae IONaJaHHs, a T:gxme GunpTpanuu IOCTyIA IOJB30BaTEIIEH
JIOY x HempoayKTHBHBIM I/IHTepHeT-pecypcaM"lpi KOHTPOJII UX 3JIEKTPOHHOM MEPENmUCKH.
OcHoBomnosarafomuMy TpeOOBaHUSIMHU K CHCTEME aHTHBHPYCHOM 3amuThl JIOY sBisioTcs: -
peIICHUE 3a]a9K aHTUBUPYCHOM 3aIllMTHI JOJDKHO OCYIIECTBIATECS B 001ieM Buzae. CpencTso
3aIUTBl HE JOJDKHO OKa3blBaTh INIPOTUBOACHCTBHE KOHKPETHOMY BHPYCY HIJIM TPYIIIE
BHPYCOB, IIPOTHBOJICUCTBHE IOJDKHO OKA3bIBaThCS B IIPEAIONIOKEHHAX, YTO BHPYC MOXKET
OBITh 3aHECEH HA KOMIIBIOTEP H O BHpyce (0 ero CTpyKType (B YAaCTHOCTH, CHTHATYpE)
BO3MOJXKHBIX NEHCTBHSX) HUYEr0 HE H3BECTHO; - PELICHUE 3a/1a4d aHTHBUPYCHOM 3aIlUThI
JOJKHO OCYIIECTBIISATHCS B PEAIbHOM BPEMEHH. - MEPOIIPUATHUSI, HATIPABJIECHHBIE HA PEIICHHUE
3a1a4 [0 AHTHBUPYCHOW 3alMTE: YCTAHOBKA TOJBKO JIMIEH3MPOBAHHOTO MPOrPaAMMHOIO
obecrievenuss uG0 OGecnaTHOE AHTHBHPYCHOE IPOrPaMMHOE OGECTedYeHHe, HayIlee B
KOMIUIEKTE C IIOJUTMHHOM OnepaloHHoM cucreMoii (Tuma Microsoft Security Essentials (cets
no 10 pabounx crammmit) umu Microsoft Forefront Endpoint Protection (cers Gomee 10
pabouux craHuui)), TNOANEpKMBAIOmee pPaGoOTy C IOJNB30BATEIBCKHMH IPOGHIAMH. -
peryysipHoe OOHOBJIEHME M €XEJHEBHBIE NPODHIAKTHYECKHE IPOBEPKH (JKEJIATETbHO B
Hepaboyee HOYHOE BPEMs); - HENPEPHIBHBIA KOHTPONb HaJ BCEMH BO3MOXKHBIMH ITYTSIMH
IPOHUKHOBEHMS BPENOHOCHBIX IPOrpaMM, MOHHTOPHHI AHTHBHPYCHOM O€30MacHOCTH WU
OOHapy XeHHe IeCTPYKTUBHOMN aKTHBHOCTH BPEJOHOCHBIX IIPOrPaMM Ha BeeX o6bekrax UKC;
- ©XKCIHCBHBIM aHAIN3, PAHXXMPOBAHHE H IIPEJOTBPAINCHHE YIPO3 PACIpPOCTPAHEHHS M
BO3JICHCTBHS BPEIOHOCHBIX MPOTPAMM IIyTEM BBISBJICHHS YS3BUMOCTEH HCIIONB3yeMOro B
VIKC onepanuoHHOro mporpaMMHOro oGecIiedeHHsl ¥ CETEBHIX YCTPOHCTB H yCTpaHEHHUSI
OOHApyXEHHBIX Je(peKTOB B COOTBETCTBHH C JIAHHBIMH IOCTABIIUKA IIPOTPaMMHOTO
obecrieyeHusl ¥ JPYTHX CHENHATH3HPOBAHHBIX OSKCIEPTHBIX AHTHBHPYCHBIX ciyx6. -
IPOBEICHHE MPOGUIAKTHYECKHX MEPONPHATHA [0 MpPEJOTBPAIIEHHIO H OrPaHHYEHHIO
BHPYCHBIX OSNMMEMHH, BKIIOYAIOIMX 3arpy3Ky M Ppa3BEpPTHIBAHHE CHENHATHHBIX INPABHI
HEHTpau3aiuy (OTPAKEHUIO, H3OISIHMH | JIMKBH/IAIMH) BPEIOHOCHBIX IIPOrpaMM Ha OCHOBE
PEKOMEH/IalH# 110 KOHTPOJIIO aTaK, MOJrOTaBIMBAEMbIX Pa3pabOTIHKOM CPEACTB 3aLIATH OT
BPCZIOHOCHBIX MTPOTPaMM M IPYTHMH CIELHATM3HPOBAHHBIMU SKCIICPTHHIMY AHTUBHPYCHBIMU
cryx0aMe 10 TOro, Kak OyayT BBITYIIEHE (baifiisl UCIPaBICHUHN, TNPU3HAKOB U
AHTUBHPYCHBIX CHUTHATYD. - MNPOBEICHHE PETYJSPHBIX NMPOBEPOK LEIOCTHOCTH KPHTHYECKH
BOKHBIX MPOrpaMM U NaHHBIX. Hammdue jmmnux Gaiiios u ciiefoB HeCaHKIIHOHUPOBAHHOLO



BHECEHHUS M3MEHEHUIl MOJKHO OBITh 3apeTMCTPUPOBAHO B JKypHal€ U pPACCIeOBaHO; -
BHEIIIHWE HOCUTENTH HMH(OPMAIMM HEU3BECTHOTO IPOMCXOXKICHUS CIEeNyeT HpPOBEPATh Ha
HAIMYME BHUPYCOB IO UX HCIOJNB30BaHU;, - HEOOXOAMMO CTPOTO MpPHICPKHUBATHCS
YCTaHOBJIEHHBIX IMPOLEAYP MO YBEIOMIIEHHIO O CIy4yasX MOPa)KEHUs aBTOMATU3MPOBAHHOU
WH(OPMAIIMOHHON Cpebl KOMIBIOTEPHBIMUA BHPYCAMH U MPHHATHIO MEp IO JHMKBUAAIUH
MOCIICACTBUI OT UX MPOHUKHOBEHHMS; - CIEyeT UMETh IUIaHbl oOecrieueHus Oecriepe0orHo
paboter JIOY g ciy4aeB BHUPYCHOTO 3apaK€HHUs, B TOM 4YHUCJE IUIaHBI PE3EPBHOTO
KOIMPOBAHUS BCEX HEOOXOIMMBIX JAHHBIX U MPOTPaMM U UX BOCCTAHOBIEHHUS. DTH MepbI
OCOOCHHO BaXKHBI JJISi CETEeBBIX (DANJIOBBIX CEpBEPOB, MOJACPKHUBAIOMIMX OOJBLIOE
KOJIMYECTBO pabOUUX CTAHIIUH.

TexHoNIornuecKue NHCTPYKIUH.
1.1. B JHAOY pykoBoauTeneM JOMKHO OBITh HAa3HAYEHO JIMIO, OTBETCTBEHHOE 3a
AHTUBUPYCHYIO 3alUTy, B JIOJDKHOCTHBIE HWHCTPYKLUHU JJI KOTOPOrO JIOJDKHBI OBITh
MIPOIKCAHBI TOPAOK ACUCTBUSA B MEPHUOJ BUPYCHBIX SIUIACMHMA, MOPAIOK IEHCTBUN MpuU
BO3HUKHOBEHHUU BHEIITATHBIX CHUTYaIlMii, CBSI3aHHBIX C pPabOTOCIOCOOHOCTHIO CPENCTB
AHTUBUPYCHOW 3alllUThI, MOPSAOK AEUCTBUU ISl YCTpaHEHWs MOCIEACTBUN 3apakeHuil. B
MIPOTUBHOM Cllydae BCS OTBETCTBEHHOCTH 3a 0OeCreueHrue aHTUBUPYCHOW 3aIUTHI JIOXKUTCS
Ha pykoBoautens JOVY.
1.2. B IOY MoxeT HCHoJb30BaThCS TOIBKO JMIIEH3MOHHOE AHTHBUPYCHOE MPOTPAMMHOE
obecrieyeHre MO0 CBOOOTHO-PACIPOCTPAHIEMOE TPOTPaMMHOE OOecTieueHHeE.
1.3. O6s3aTenbHOMY aHTUBUPYCHOMY KOHTPOJIIO MOJICKUT JIF00ast mHPopMaIus (TEKCTOBBIC
(aiinel m00bIX (hopmaToB, (DaiyIbl TaHHBIX, UCIIOTHSAEMbIE (ailyibl, TOYTOBBIE COOOIICHNUS),
nojyyaemass W IepefaBaeMas IO TEJICeKOMMYHHMKAlIMOHHBIM KaHajaM CBSI3M, a TakKxke
uHopMaIts, HaXOJAIIAsACT Ha CbeMHBIX HOCUTENSAX (MarHUTHBIX UCKaX, JieHTax, CD-ROM,
DVD, flash-nakonutensx u t.m.). KoHTpons wucxozmsmieir uHGOpManud HE0OX0AUMO
IIPOBOAUTH HEMOCPEICTBEHHO MEPE] apXUBUPOBAHUEM U OTIPABKOM (3allMCBI0 HA CHEMHBIN
HOCHUTEJh).
1.4. @aiinbl, momemaeMble B 3JIEKTPOHHBIA apXuB, JOJKHBI B 00S3aTEIBHOM IOPSJIKE
MIPOXOJUTh AHTUBUPYCHBII KOHTPOJIb.
2. TpeOoBaHMs K IPOBEICHUIO MEPONPUATUI IO aHTUBUPYCHOM 3amuTe B JIOY.
2.1. B nauane paloThl HpU 3arpy3ke KOMIbIOTEpa B aBTOMATHYECKOM PEXKUME JOJDKHO
BBINOJIHATHCS OOHOBJIEHUE aHTUBUPYCHBIX 0a3 U CEpBEPOB.
2.2. Ilepumonuyeckue NPOBEPKH DJIEKTPOHHBIX apXUBOB JIOJDKHBI NPOBOAUTHCS HE DPEXKE
OJTHOTO pa3a B HEJEII0, JaHHbIe, PAcMOJIOKEeHHbIe Ha pabouMX CTaHLMUAX MOJIb30BaTeNIeH —
€XKETHEBHO, B HOUHOE BpeMs 10 paCHUCAHHUIO.
2.3. BaeouepenHON AaHTHBHPYCHBIM KOHTPOJIb BCEX IUCKOB U (aillioB MepcoOHaIbHOIO
KOMIIBIOTEPA JIOJIKEH BBIMOJIHATHCS:
2.3.1. HemnocpeIcTBEHHO IIOC/I€ YCTAaHOBKM (M3MEHEHHMs) MIpPOrpaMMHOTO obOecreyeHus
KOMIIbIOTEpa JOJDKHA OBITh BBHIMOJHEHAa aHTHUBHpPYCHAs IIpOBEpKa Ha cepBepax M
MIEPCOHANIBHBIX KOMITBIOTEPAX YUPEKACHUS.
2.3.2. Ilpu BO3HMKHOBEHUH MOJO3PEHUS HAa HAIMYKME KOMIBIOTEPHOI'O BHUpYyca (HETHUIIMYHAS
pabota mporpamm, nosiBieHHe rpaduyeckux M 3BYKOBBIX 3((HEKTOB, UCKaKEHUH NaHHBIX,
npormnajanue (aiyios, yacToe MOSBIEHNUE COOOIIEHUI O CUCTEMHBIX OMIMOKAX U T.I1.).
2.3.3. Tlpu oTmpaBKe W TOJYYCHHH DJICKTPOHHON ITOYTHI OMEPATOP AJIEKTPOHHOW IMOYTHI
00s13aH NMPOBEPUTH SJIEKTPOHHBIE MUChMa U UX BJIOKEHUS Ha HaJU4Ke BUPYCOB.



2.4. B cnydae oOHapyXeHHS 3apa)K€HHBIX BHUpycamH (DAiJIOB WM DJICKTPOHHBIX IHCEM
MIOJIb30BATEIH O0S3aHBI:

2.4.1. IlpuocTaHOBUTH PabOTY.

2.4.2. HemenieHHO MOCTaBUTh B M3BECTHOCTH O (hakTe OOHAPYKEHUS 3apaKEHHBIX BHPYCOM
(ailyioB OTBETCTBEHHOT'O 32 00ECIIeYeHNE AaHTUBUPYCHOM 3aIIUTHI (B CIIy4ae €ro OTCYTCTBUS —
mupekropa) JJOVY.

2.4.3. CoBMECTHO C BIJIQJICIBIIEM 3apaXEHHBIX BHUPYCOM (ailioB MPOBECTH aHAIU3
HE00XOIMMOCTH JAJIbHEHIIETr0 UX UCTIOIb30BaAHUS.

2.4.4. TIpoBecTH J€UCHHE WM YHUYTOXEHUE 3apaKEHHBIX (paiiyioB.

3. OTBETCTBEHHOCTh

3.1. OTBETCTBEHHOCTh 32 OpraHU3AlMI0 AaHTUBUPYCHOM 3alllUThl BO3JIaraeTcs Ha
PYKOBOIUTENS YUpEKACHUS WIH JUI0, UM Ha3HAYEHHOE.

3.2. OTBETCTBEHHOCTb 3a IPOBEJCHUE MEPOIPUATUI AHTUBUPYCHOTO KOHTpois B JJOVY
BO3JIaraeTCsi Ha OTBETCTBEHHOIO 3a OOecleYeHHe AaHTUBHPYCHOM 3allUThl, COONIOCHUE
TpeboBanuii Hactosimed WMHcTpykuuu mnpu paboTe Ha MEPCOHANBHBIX KOMIIBIOTEpax
BO3JIaraeTcsi Ha OTBETCTBEHHBIX 32 KAOMHET, /1€ UCTIONIb3YeTCs JaHHBIM KOMITBIOTEP.
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